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Motivations

> At the origine: Redundant number systems, on-line computing...

» J. Duprat and J.M. Muller, Ecrire les nombres autrement pour calculer plus vite,
Technique et Science Informatique, Vol. 10 No 3, 1991.

» Y. Herreros. Contribution a I'arithmétique des ordinateurs. Modélisation et
simulation. Institut National Polytechnique de Grenoble - INPG, 1991.

» On-line arithmetic: An overview MD Ercegovac - Real-Time Signal Processing VII,
1984

» A milestone: D. Gamberger, " New approach to integer division in residue number
systems,” 10th IEEE Symposium on Computer Arithmetic, Grenoble, France, 1991

> Then cryptography: use of huge numbers or polynomials, modular operations,
exponentiations etc...
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Residue Systems

Residue Systems
Residue Number System
Modular Reduction
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Residue Systems

Residue Systems
Residue Number System
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Residue Number Systems
(CRT) Ch'in Chiu-Shao 1247, Svoboda-Valach’'57, Garner'59, Szabo-Tanaka'67

RNS Base
k
> A set of coprime numbers B = (my, ..., my) with M = H mj
i=1
Representation in RNS (Chinese Remainder Theorem)

> 0 < A< M represented by its residues (a1, ..., ax) with a; = A mod m; = [A[

Operations

» Full parallel operations (mod M)
(la1 0 b1l 5 lan o bnl,, ) — Ao B (mod M)
( o for addition, multiplication or exact division by an invertible number)
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Residue Systems

Residue Systems

Modular Reduction
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RNS version of Montgomery Reduction
(Posh-Posh 1995), (B.-Didier-Kornerup 1997 2001), (Kawamura-Koike-Sano-Shimbo 2000)

RNS Montgomery algorithm: Montg(A, B, B, P)
1. Q= A[;(*Pfl)b’ (modulo M in base B = (ml, ey mk))

2. Extension of the representation of Qz to the base B’ = (mj, ..., m})

3. /Qllg/ — (/z‘l;/ + (;)Z;/ /:)lg/ ) X /b42;}1 ( modulo I\/1/ in base ZE;/)

4. Extension of the representation of R to the base BB
Remarks
M’ and M coprime (existence of M~! mod M’)
R=Ax M~ mod P with R < 2P if A< MP and 2P < M, M’
And A mod P = Montg(R x (M? mod P),B,B', P)
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RNS version of Montgomery Reduction
(Posh-Posh 1995), (B.-Didier-Kornerup 1997 2001), (Kawamura-Koike-Sano-Shimbo 2000)

RNS Montgomery algorithm: Montg(A, B, B, P)
1. Q= A[;(*Pfl)b’ (modulo M in base B = (ml, ey mk))
2. Extension of the representation of Qz to the base B’ = (mj, ..., m})
3. /Qllg/ — (/z‘l;/ + (;)Z;/ /:)lg/ ) X /b42;}1 ( modulo I\/1/ in base ZE;/)
4. Extension of the representation of R to the base BB
Remarks
M’ and M coprime (existence of M~! mod M’)
R=Ax M~ mod P with R < 2P if A< MP and 2P < M, M’
And A mod P = Montg(R x (M? mod P),B,B', P)
Montgomery notation
A" = A x M mod P and Montg(A’ x B',B,B',P) = (A x B) x M (mod P)
A’ = Montg(A x (M? mod P), M, M’, P)
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Some conclusions about RNS

(B. - Duquesne - Ercegovac - Meloni 2006), (Szerwinski - Giineysu 2008), (Guillermin 2010), (Antdo - B. - Sousa 2010), (Duquesne 2011) (B, J Eynard, M. A
Hasan, V Zucca 201654¢), (SEAL Microsoft 2018), (Halevi-Polyakov-Shoup 20197 _gsa.) (B. - Duquesne 2021) (M. Vollmer - K. Bigou - A.Tisserand 2025)

» RNS is well adapted to parallel architectures (GPU, Multicore,...), and FPGA or
ASIC.

> Modular reductions stay costly. As for the interpolation, the choice of the bases is
important.

» For some cryptographic computations huge integers. With ECC or Pairing it is
possible to reduce the number of modular reductions.

» Randomized arithmetics, leak resistant arithmetics.

» Approximate RNS rounding: CVP (Babai), Homomorphic Encryption
(RLWE,FV,BGV) (?7?)

> Montgomery friendly numbers
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Modular Positional Arithmetics

Modular Positional Arithmetics
Polynomial Number Systems
Ostrowski Bases
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Modular Positional Arithmetics

Modular Positional Arithmetics
Polynomial Number Systems
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Example (a + b x 10) modulo 13

8 9 1011120 1 2 3 4 5 6 7 | (a,6)
11120 1 2 3 4 5 6 7 8 9 10| (a,5)
1 2 3 45 6 7 8 9 1011 12 0 | (a3,4)
4 5 6 7 8 9 1011120 1 2 3 | (a3)
7 8 9 1011120 1 2 3 4 5 6 | (a,2)
1011120 1 2 3 4 5 6)7 8 9 | (a1)
[i 0 1 2 3 4 5 6 7 8 910 11 12| (a,0)

0 1 2 3 4 5 6 7 8 9 0 11 12
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Example (a + b x 10) modulo 13

8 9 1011120 1 2 3 4 5 6 7 | (a,6)
11120 1 2 3 4 5 6 7 8 9 10| (a,5)
2 3 4 586 7 8 9 10 11 12 0 | (a,4)

4 5 6 7 889 1011120 1 2 3 | (a3)
120 1 2 3 4 5 6 | (a2)

2 3 45 6 7 8 9 |(al)

2 3 485 6 7 8 9 10 11 12| (a,0)

0 4 5 6 7 8 9 0 11 12

with digits {0,1,2,3,4}
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Example (a + b x 10) modulo 13

8 9 1011120 1 2 3 4 5 6 7 | (a,6)
11120 1 2 3 4 5 6 7 8 9 10| (a,5)
1 2 3 45 6 7 8 9 1011 12 0 | (a3,4)
4 5 6 7 8 1011120 1 2 3 | (a3)
01 2 3 4 5 6| (a2
3 45 6 7 8 9] (al)
6 7 8 9 10 11 12| (a,0)

6 7 8 9 0 11 12

with digits {0,1,2,3}
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Example (a + b x 10) modulo 13

8 9 1011120 1 2 3 4 5 6 7 | (a,6)
11120 1 2 3 4 5 6 7 8 9 10| (a,5)
1 2 3 45 6 7 8 9 1011 12 0 | (a3,4)
120 1 2 3| (373)
2 3 4 5 6 | (a2
5 6 7 8 9| (a1)
8 9 10 11 12| (a,0)

8 9 10 11 12
with digits {0,1,2,3}
(1,1) x (2,1) = (L +x) x (2+x) =2+3x+ x> =(2,3,1)
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Example (a + b x 10) modulo 13

8 9 1011120 1 2 3 4 5 6 7 | (a,6)
11120 1 2 3 4 5 6 7 8 9 10| (a,5)
1 2 3 45 6 7 8 9 1011 12 0 | (a3,4)
120 1 2 3| (373)
2 3 4 5 6 | (a2
5 6 7 8 9| (a1)
8 9 10 11 12| (a,0)

8 9 10 11 12
with digits {0,1,2,3}
(L, x(2,1)=(1+x)x(24+x)=2+3x+x*=(2,3,1)
100 mod 13 =9 =(2,2) so (1,1) x (2,1) = (2,3) + (2,2) = (4,5) = (2,0)
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Example (a + b x 10) modulo 13

8 9 |10 1m1zof1 2 3|4 5 6 7 |(a6)
11 12-!0 1 S:Z 3 l 4 5 6|7 B8 9 10| (3,5)
1 2 3|4 5 6|7 (8 91011 12 0 | (a3,4)
4 5 6|7 91011 12{0 1 2 3 | (a3)
7 8 9|10f11 12/0 |1 2 3 4 5 6 | (a,2)
1011 12 081 2 3 4 5 6 7 8 9 | (a1)
01 2 3 5 6 7 8 9 10 11 12| (a,0)

4 5 6 7 8 9 10 11 12
with digits {0,1,2,3}
(1,1) x (2,1) = (L +x) x (2+x) =2+3x+ x> =(2,3,1)
100 mod 13 =9 = (2,2) so (1,1) x (2,1) = (2,3) + (2,2) = (4,5) = (2,0)
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Example (a + b x 10) modulo 13

8 9|1011120|1 2 3|4 5 6 7

1112‘1.3'4 5 6|7 B8 9 10

4 5 6 7 8 9

7 8 9 10 11 12
7 8 9 10 11 12
with digits {0,1,2,3}
(1,1) x (2,1) = (L +x) x (2+x) =2+3x+ x> =(2,3,1)
100 mod 13 =9 = (2,2) so (1,1) x (2,1) = (2,3) + (2,2) = (4,5) = (2,0)
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Example (a + b x 10) modulo 13

8 o9 10 11 12 o 1 2 3 4 5 6 7 8 9 10
1 12 0o 1 2 3 4 5 6 7 8 9 10 11 12 0

| 1 2 3 4 5 6 7 8 9 10 11 12 0 1 2 3

| 4 5 6 7 8 o9 10 1 12 0 1 2 3 4 5 6

| 7 8 o9 10 11 12 0o 1 2 3 4 5 6 7 8 9

| 0 11 12 0o 1 2 3 4 5 6 7 8 9 10 11 12

| 0 1 2 3 4 5 6 7 8 9 10 11 12 0 1 2
3 2 1 o 1 2 3 4 5 6 7 8 9 10 11 12 13
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Example (a + b x 10) modulo 13

| 11 12 0 1 2 3] 4 5 6 7 8 9 100 11 12 0 1 |(a74
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Example (a + b x 10) modulo 13

8 9 10 11 12/(,{ 1 2 3] 4 5] 6 7 8 9 10 11 | (375
\

12 1 2 3\ 4 5 6 7 8 9 100 11 12 0 1 | (374

7

1

|

1
123456\78910111201234|(av3
0
0

3

3 2 1

) 10 -1 -1 4
base of the lattice (13 = < 3 1)
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Polynomial Modular Number Systems
Th. Plantard 2005phg
Definition of the PMNS
» Representation of A € Fj:

n—1
A= Zam" mod p, with a; € {0,...,p — 1} and p < p”
i=0
» ~ can be huge, but p is small (redundancy)
» E£(X) = X"—2(X) such that E(v) =0 (mod p) with £ "small” polynomial
» (p,n,v,p,E)is a PMNS if all elements of IF, can be represented
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Polynomial Modular Number Systems
Th. Plantard 2005p:4

Definition of the PMNS
» Representation of A € Fj:

n—1
A= Zam" mod p, with a; € {0,...,p — 1} and p < p”

i=0
» ~ can be huge, but p is small (redundancy)
» E£(X) = X"—2(X) such that E(v) =0 (mod p) with £ "small” polynomial
» (p,n,v,p,E)is a PMNS if all elements of IF, can be represented

Modular Multiplication: A x B mod p
> C(X)=A(X)x B(X) mod E(X) with A(y) mod p= A and B(y) mod p=B
» Reduction of the coefficients of C(X) (Babai, Montgomery...)
» C(y)=Ax B (mod p)
lrvedar < &9 G S o
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Polynomial Modular Number Systems

B. - Imbert - Plantard 2905,B.-Marrez-Plantard-Veronagzg

Find p and v for a givenP
Consider the modulo p = 53, and n = 7 for the digit size, p < p’, and we expect a
small value for p like p = 2.
We look for a radix with Pseudo-Mersenne property, (generally an irreducible polynomial)

We find 7 = 14, such that 4" =2 (mod p) and E(X) = X7 — 2.
We consider the carry propagation lattice modulo p

coocoo L
coocoLrO
oLrOOOO
orooocoo
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Polynomial Modular Number Systems

B. - Imbert - Plantard 2905,B.-Marrez-Plantard-Veronagzg

Remarks and construction
» This lattice L admits as short vector

(1,1,0,0,0,0,1) = Vg 4+ 14 % Vs + 142 % V + 143 x V3 + 14% x Vo + (14° + 1) = V| +

» With v' =2 (mod p), we construct a sublattice L’.

1 1 0 0 o0 0 1

2 1 1 0 0 0 O

/ 0o 2 1 1 0 0 O

= ["= 000 2 1 1 0 O

0o 0 0 2 1 1 0

o 0 0 0 2 1 1

2 0 0 0 0 2 1

» Hence, we can take p > 5 ( for digits in {0,...,4} or {—2,...,2})
» Coefficient reduction becomes a closest vector problem
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Number of PMNS for a given p

B. - Imbert - Plantard 2905,B.-Marrez-Plantard-Veronagzg

We consider p = 7826474692469460039387400099999297 (113 bits) and E(X) = X® 4+ X? + 1.
ged(XP — X, E(X)) mod p
= gcd(X? mod E(X) — X, E(X)) mod p
= X? 4 1305849998419067291000337897705258 X + 1793073000954204546034194068098826
= (X + 6157699039557809270671068895070912) (X + 2974625651330718059716669102633643)
Hence, we obtain two roots of E(X) mod p:
1 = 1668775652911650768716331204928385
Y2 = 4851849041138741979670730997365654

For 41 and > we can have p < 2% ( for digits in {—p, ..., p}) which is close to be optimal.
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Polynomial Modular Number Systems

B. - Imbert - Plantard 2005, Négre-Plantardagos, B.-Marrez-Plantard-Veronagzo, Dosso-Robert-Veronagz

Conclusions
» The polynomial reduction (after a product for example) is very efficient

» The coefficient reduction was efficient in a first approach where a power of 2 must
have a particular small representation in PMNS. In this case p is constructed

» The Montgomery coefficient reduction has a cost but recent papers improved it

» The coefficient reduction remains the big challenge
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Modular Positional Arithmetics

Modular Positional Arithmetics

Ostrowski Bases
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Ostrowski Bases (1921)

(modular multiplication a x b mod m)

Continued Fraction Expansion of 2

> 2= L Pi — 1
= O+—1—k+ 5 et k0+—1—k1+ .
kot g3 kot g

» 0; = aq; — mp;

(2
§?
&

gcd(a,m) =1 and convergents
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Ostrowski Bases (1921)
(modular multiplication a x b mod m)
Continued Fraction Expansion of 2 s, m -1 and convergents

> oa =kt et M=kt
kot T kot
> 0; = aq; — mp;
Tiv1 = 7% To= 4 ki = |Ti]
» Recursive computation g;.o = kiogii1+qgi go =1 g.1=0
Oir2 = kij20ip1+0; o=a—mky 0-1=-m
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Ostrowski Bases (1921)
(modular multiplication a x b mod m)
Continued Fraction Expansion of 2 s, m -1 and convergents

> 2 — 1 Pi — 1
= ko + k]-l-—il_ et a ko + Iq+—1_1
ko3 kot g
> 0i = aqi — mp;
1
T =% To= 2 ki = |Ti]
» Recursive computation ¢;.o = kiiogii1 + g o = g.1=0
Oir2 = kij20ip1+0; o=a—mky 0-1=-m
Ostrowski representations base (g;) and base (6;)
n—1
b= Z b;iq;, with by < ki, 0 < bj < kiy1, bj =0 if bjy1 = kij2
i=0
n—1

X = E X,O,, with xp < k1, 0 < x; < kjp1, x; =0 if Xxjiy1 = kigo

i:0 INSTITUT DE 2
g Q

7 < () et @ sorsonne

za— AVE caudne UNIVERSITE e

((\(



Ostrowski Bases

Example

3238
7741

> 338 _10,2,2,1,1,3,1,2,4,1,2,3]

» Ostrowski base (q)

Continued Fraction Expansion of

Bq :=1,2,5,7,12,43,55,153, 667, 820, 2307]
» Consider b = 6000 in Ostrowski representation
bg, :=[0,1,0,1,0,1,1,3,0,1,2]

» x:=[1,0,1,0,3,0,2,0,1,0, 3] represents 7740 the largest value
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Ostrowski Bases

Example

f 3238

Continued Fraction Expansion of 223%

» 0 base
By :=[3238,—1265,708, —557,151, —104,47,—10,7, —3, 1]

» Decreases and Alternates

> x:=1[1,0,1,0,3,0,2,0,1,0, 3] represents 4503 the largest value

» y:=[0,2,0,1,0,1,0,4,0,2,0] represents —3237 the smallest value
» Remark: x —y = 7740
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Ostrowski Bases and Multiplication
M. Gouicem 2013pxp

Computation of a x b mod m

1. Evaluation of g; and 0; from °
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Ostrowski Bases and Multiplication
M. Gouicem 2013pxp

Computation of a x b mod m

1. Evaluation of g; and 0; from °

2. Representation of b in the Ostrowski base (g;).

n—1
b= E biqi,  with by < ki, 0 < b; < kip1, by =0 if by = kis2
i=0
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Ostrowski Bases and Multiplication
M. Gouicem 2013pxp

Computation of a x b mod m

1. Evaluation of g; and 0; from °

2. Representation of b in the Ostrowski base (g;).

n—1
b= bigi, withby <k, 0<b<kir, b =0 if b1 = ki
i=0
n—1
3. Return R = Z bi0; = a-b mod m, with (—m < R < m)

i=0

n—1 n—1 n—1
Proof: Z b;i0; = Z bi(aq; — mp;) = az big; + am
i=0 i=0 i=0

% &’z/u’a,-
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Ostrowski Bases

Example

Multiplication of 3238 x 6000 (mod 7737)

3238
> 7741 — (07 27 27 17 17 37 17 2a 4a 17 27 3)
Bq :=[1,2,5,7, 12,43, 55, 153, 667, 820, 2307]

By := [3238, —1265, 708, —557, 151, —104, 47, —10,7, —3, 1]
» Consider b = 6000 in Ostrowski representation bg, :=[0,1,0,1,0,1,1,3,0,1,2]
» We obtain in 6 base

(1% (—1265) + 1 % (=557) + 1 % (—104) 4+ 1 % 47 + 3% (—=10) + 1 % (—3) + 2% 1)

= (—1910) = 5831 = 3238 x 6000 mod 7741
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Ostrowski Bases
M. Gouicem 2013p4p

Conclusions
» Quadratic complexity in the size of the modulo.
» Division: the 6 representation provides the division in Ostrowski representation.
» Allow to perform inversion, multiplication and division with the same circuit.

» Multiplications and/or divisions by the same number a becomes efficient
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Exponent representations

Exponent representations
Addition Chains
Double base
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Exponent representations

Exponent representations
Addition Chains
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Addition Chains: Fibonacci - Zeckendorf

Representation of Zeckendorf - 1972 (1939)

» Fibonacci Series: F, 12 = Fny1 + Fp, with Fp =0 and F; =1
1,2,3,5.8,13,21,34,55, . ..

» Representation with g; = Fj 2

n—1
b= Z biqi, with b; € {0,1}, b; =0 if b1 =1
i=1
Remarks

> |t is the Ostrowski representation using the continued fraction expansion of the
golden ratio.

> Example: k :— 1117 = [0,1,0,1,0,0,0,1,0,1,0,0,0,0,1] —
Fs+Fs+Fg+ Fi1+ Fie =2+54+ 34+ 89 + 987
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Addition Chains: Fibonacci - Zeckendorf

kP with an efficient P + Q.

» Algorithm:

1. Decomposition in the Fibonacci representation
2. Recursive computing with respect to the decomposition

» Example: Evaluation right to left of 1117.F using
[0,1,0,1,0.0,0,1,0,1,0,0.0,0,1]= with 18 Additions

10 0 0 O 1 O 1 0 0 0 1 0 1 0
11 2 3 5 8
9 14 23
24 38 62 100 162
163 263 426
427 690
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Addition Chains: Fibonacci - Zeckendorf

E. B. Burger et al. 20124124,

Properties
» Length: k such that Fx < n < Fiqa
» Ratio of ones: @ — % =0.2763

Pros and cons
> Advantage: only additions
» Drawback: more digits than in binary: ratio = I':—; ~ 1.44 with p = ”T‘AS)
» Tool: Greedy Algorithm
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Euclidean Addition Chains

N. Meloni 2007 ppp, Herbaut-Liardet-Meloni-Teglia-Veron 2010,npocrypr, Dosso - Herbaut - Meloni - Véron
2018 ce, Bos - Friedberger 2018eee7¢

Definition

A Euclidean addition chain (EAC) of length s for an integer k is a sequence (¢;)i=1..s
with ¢; € {0,1}.

The computation of k is obtained from the sequence (v;, uj)i=o..s
Vo = ]_, up = 1

(ui,vi) = (vie1 + uj—1,vi—1) if ¢ =1 (small step),

(uj,vi) = (vii1 + ui1,u; 1) if ¢ = 0 (big step).

Then we denote x(c¢) = vs + us = k.

Properties

» Euclidean algorithm scheme
> x(0,) = Fn+,3, x(1p) =n+2
Ceeia—
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Euclidean Addition Chains

N. Meloni 2007 ppp, Herbaut-Liardet-Meloni-Teglia-Veron 2010,npocrypr, Dosso - Herbaut - Meloni - Véron
2018 ce, Bos - Friedberger 2018eee7¢

Example
We can find shorter chains for 1117 with 15 additions:
1117 < [648,469], [469, 179],
[290,179],[179,111],[111,68], [68, 43], [43, 25], [25, 18], [18, 7],
[11,7],[7.4],[4,3].[3, 1],
(2,1],[1,1]
x(01000100000010) = 1117

Construction of keys
How to construct a set of keys with efficient EAC representations?
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Exponent representations

Exponent representations

Double base
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Double base
Dimitrov-Jullien-Miller 1999cce7c, Dimitrov-Imbert-Mishra 2005 as/acrypPT

Double Base
> Representation: X = Zx,-7j2"3j, xij € {0,1}
» Example: 127 = 1111111, = 2°3”7 4 2'3% 1 2930 =72 1 54 1 1

kP with 2P and 3P
1. Decomposition in double base, find a path.

2. Return 2030 p 4 2031p 4 2232p 1

Advantages and Drawbacks

» Sparse representation
» Redundancy and optimal representation
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Double base
Berthé - Imbert 2009pnm7cs, Tijdeman 1974 compmath

Construction
» How to find the nearest 223° to a given number N?
» Then a greedy algorithm can be used.
» Number of non-zero digits is in O(log N/ loglog N)

Method
» We minimize: a*In2+ b*In3 —InN or alog32 + b — logg N
» Considering the fractional part we have (alog; 2 — logz V) mod 1
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Double base
Berthé - Imbert 2009ppm7cs
Method using Ostrowski
» We consider the continued fraction expansion of logs 2
[0;1,1,1,2,2,3,1,5,2,23,2,..]
» The Ostrowski bases are constructed

> 0 =qj*log32 —p;
0

= Kit2Qi+1+qi go=1 qg-1=
0_1=-1

gi+2
90 = |Og3 2 — ko

> Recursive computation
P Oiyo = kizo0iy1 +0;

» ais found in two steps

n—1
> Representation of log; N mod 1 in 6 base: (logz V) mod 1 = Z nit;
i=0

n—1

> We have a = E n;q;
i=0
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Double base
Berthé - Imbert 2009pmT1cs

Example for N = 2000

» We consider the continued fraction expansion of log;2: [0;1,1,1.2, 2]
and the bases: B, =[1,1,2,3,8,19] By = [0.63, —0.369,0.26, —.1,0.047, —0.012]

» we consider T = (logs N — |logz V|) = 0.918639575

> T,=[1,0,1,0,0,0] = 0.8927892604

» In the base B,: [1,0,1,0,0,0)=3=2a

» Then |logs(N/23)] =5=0b
2136 2335 2434 2633 2732 2931 21030
1458 | 1944 | 1296 | 1728 | 1152 | 1536 | 1024

> We verify that:

% &’z/u’a,-
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Conclusions

Conclusions
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Conclusions

Some are quite popular
» Residue Number Systems
» Addition Chains
» Double bases

Some not yet

» PMNS
» Ostrowski
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P

Thank you!
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